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ABSTRACT

Under the wave of the Fourth Industrial Revolution, developed countries around the world recognize Smart Factory as a
core base and strive to enhance the nation’s industrial competitiveness through related policies and industry development.
Domestic ministries have also set up a strategy for manufacturing innovation 3.0 and are pushing for the expansion of smart
factories with 30,000 targets by 2025. In this study, we analyze the practical cases of smart factory security related
companies and present the application methods for the same industry. we also intend to contribute to the protectetion of
important information in Smart Factory and stable operation.
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Table 1. Security System Before Introduction
Of Smart Factory In Company ‘A’

Sector 82?;581 Description
Network Closed network
Type operation
Do not install vaccine
Equipment | Do not patch the
PC operating system (OS)
Opera
tion manageme | etc.
Netwo nt ete. Do not limit USB
rk media
Storage media import /
Access export control
control Check camera seal and
damage
Perform administrative
and technical controls
OA area such as Internet access
blocking, PC media
control, PC security,
Biz. periodic security check.
& OA Perform technical
Netwo controls as like a
rk restricted area setting
computer | and management,
room Network configuration
other than OA area
separately, Server
security, etc.
Allow users to local PC
only,
Malicious | Application and
Intern . .
ot cod.e opergtlon of security
blocking solution such as
blocking malicious code
infiltration
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(ERP, SCM, CRM %)3 AlzAlszz] e A
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o] Au|(SCADA, DCS, HMI, PLC )9 4
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Table 2. Expected Threat Source, Related
Assets And Vulnerability In Implementing Smart
Factory of Company ‘A’

Threat Source

First, it connects with business network.
Secondarily, it infects malicious code through
internet linked to business network. It infects
information through unauthorized medium
such as virus, Ransomware infection, etc.,
and transmits data related to production by
workers. Attempts and delays in production
due to abnormal traffic growth, etc.

Related Assets and Vulnerability

. Inadequate monitoring and
Operation . .
blocking of malicious code,
Network .
virus, etc.
Production Missing vaccine and
Equipment PC | security patches
SCADA, DCS, Insufficient control of access
HMI, PLC, by unauthorized person
Insufficient interception
againet access by
unauthorized persons,
MES attempts to leak
production-related
information, etc.
Insufficient interruption of
Product S
. transmission through
design, .
roduction network or unauthorized
P medium such as USB,
related ..
. . Insufficient response to data
information
loss by Ransomware etc.
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2.3 'AMQ ADIEMES| HOF 245} Wot 3 AIMA Control Security Details
Objects Controls
sntEAER] Fo| wpE Bl 98e s3] shredding history
93] A'r= Hel 7k vlels el H2E F Back up Product design,
Sok sk el A0 < ele] 14 4 dia suh as | Siomer el
ot vlolel s 2A Sl o) TH A4E 9 919 designs backup
AL ~utEdEE Mol 7kst 979 s & F]lo] PC virus pre-check
ol VPN when connecting to
=gt
Internet | connection external VPN such
ol7k3l wlele o= Iz oL T
Bebdst Wk ol AR A7, Ay AR5 PC control as home, PC room,
I 1 e 5 I o R« e i =5 I B B e dormitory
2o, AN Y w&FH F= PR F 2390 = Unauthorized
Zz 9 Ag For} Business Server / DB access control
network access system, blocking
Table 3. ‘A" Company Security Controls For control bypa.ss path,
Smart Factory monitoring
Introduction of
Control Security Details DMYZ network
Objects Controls Introduced between business
Worker / Introduced ‘nternal network and
visitor intelligent DMZ production network,
access unmanned badge location of MES,
control (visitor card) issuer buffer zone
ia i - . tructi
Media import Intelligent storage cons ru(? on
and export . Production
media search :
control Production equipment PC asset
Whether the seal of PC Assot, management, OS /
the mobile phone is vaccine version
Outer Seal Damage Management
b d Automatic damaged or not, management
ounda Detection the intelligent performed
v automatic reading Introduction of
system Production distribution
Introduction of PC vaccine management system
high-risk index Operati | distribution for Vaccine not
3 . (suspicious on management installed, latest
Secgis}?mg behavior, special network version Upgrade
business, scheduled required PC
retirement, security Non-authorized SW
breach history, etc.) installation source
Network Separate workspace Unnecessary bloc.ki.ng,
etwork / dedicated virtual program Malicious code
separation desktop PC control inflow, production
. Block mail PC performance
Block mail functions issue management
Mandatory Blocks unauthorized
laborat installation of ) dgvices (U.SB,.
ory Install MDM | Mobile Device Unauthorize | wireless Wi-Fi
Management d device router, phone, etc.),
(MDM) program control collects usage log
Printing QR code to and .Izer.forms
Output document together, monitoring
security manage shredding Process Control access to
date, manage information screen information
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3.1 NIST800-82 slile| E=ut Hlm X AAME =&
3.1.1 NIST800-82 sl wZE1to| H|w Zxt

Pl 25T (NIST)

oAl ek AbgiAlel A~

J(ICS) ¥l }01 NIST SP800-82+& ~rtEHE
gl okl -é ARl W8-S xSl

(7). o AR AlAE} Aol gk Hek Y e}
oluA] Ezﬂ }O]E(NISTSOO 53)ellA A A8k B

A
HEA 1B 1T WF A 2 & 1750
F43k3, o] F AAlOA~He] B4 ghelate]
nebd uolEA] 86702 FAHL AAte] 2vhEs)
=e] nel ekl AYA o wuksls] 6l
NISTY 86709 wel EAel nlws] 2 A3} 857
(98.8%) oA 23ksl 7oz e},

Table 4. NIST SP800-82 Security Control Vs. ‘A
Company Conformed Number Status

Control Security Details
Objects Controls
of Main facility /
AcCess server with o
control Iris authentication,
identification with
1D card
USB Port unlock
Use Secure only by Authorized
USB user, authorized
security USB
Automatically
detects and
responds to
Network abnormal patterns
traffic by learning network
pattern traffic patterns
management | between the
production network
and Internet,
Intranet
Periodic backup
Back up . . .
. including equipment
equipment . .
. . information,
information i . i
etc. ploductl(?n related
information
Smart Establishment and
Factory improvement plan
Security of smart factory
Framework security framework
Smart Establish smart
Factory factory security
Policy / Sec.urity Vulnerability and
Training Guide response guide
Conduct security
training regularly
L (once a month) at
Periodic .
o new occasions for
training
new operators,
production and
research staff
A= 712 OARAAS] Asd $9 2 e
T MulagE sty gl IToRraAdAed B
Aol AEAE FEete] 2rhEge nagstE 9
gt AMdEES i, Ygesl¥d A

supp | confor
base leme med
Controls . nted (Not
line
for Cover
1CS ed)
1.Access Control 18 16 16
2. Awareness and 4 3 3
Training
3. Audit and
Accountability 12 8 8
4. Security Assessment
and Authorization 8 6 5¢1)
5. Configuration 1 5 5
Management
6. Cor}tlngency 10 5 5
Planning
7. Identification and 3 6 6
Authentication
8. Incident Response 8 2 2
9. Maintenance 6 1 1
10. Media Protection 7 1 1
11. Physical and
Environmental 17 4 4
Protection
12. Planning 5 2 2
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supp | confor
base leme med
Controls : nted | (Not
line
for Cover
1CS ed)
13. Personnel Security 8 1 1
14. Risk Assessment 4 2 2
15. System and
Services Acquisition 13 2 2
16. System and
Communications 22 12 12
Protection
17. System and
Information Integrity 14 10 10
Total 175 86 85

3.1.2 NIST800-82 ZZF1te| Hlw Znt AJALH

NIST 800-82 %9 ~vtEdEE] Heks ¥
8671 &Eol| el 85709 w2 TS el
A ARS] Mol £EE B u] AAR] AnfEdEE] B
QF 342wl ksl & 4 gl

FgebA] 2 aEE lelvh. WHE 4. Hel H
7} 9 9l%(security assessment and authori-
zation) ¥ 8 84 (CA-8) HFe|xEolt}. 3
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Table 5. KISA Security Guide For Smart Factory
Data Protection Vs. ‘A" Company Case

Security Controls Cor}fo
rmity
1. Establish a dedicated
information security organization
and grant responsibility and
authority
1.1 Operating an organization to
. . . 0
protect critical information
1.2 Establishing and Scoping Critical 0

Information Protection Policies

2. Strengthen human security
management measures to prevent
leakage of important information
2.1 Personnel management of
external cooperative staff and O
overseas branches

2.2 Information security awareness
training for important information
2.3. Virtual training for infiltration
outflow scenarios

2.4 Establishing measures to
enhance the accountability of
personnel who can access sensitive
information (confidentiality pledge)
3. Identify, classify, manage and
control critical information

3.1 Identification and management of O
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Security Controls Cor}fo Security Controls COljlfO
rmity rmity
important information 9.1 Important Information 0
3.2 Assigning the security level of 0 Destruction Procedures
important information 9.2 Important Information Safe 0
3.3 Control of critical information by 0 Destruction Methods
security level : 10. Check vulnerability of
4. Controlling leakage pr(?ventlon information system and regular
from the stage of generating security audit to prevent leakage
lmportant 1nformat10n of important information
4.1 Control over important 0 10.1 Periodic Vulnerability Check
information producers and Mock Hacking X
4.2 CODTHOI of ?rltlcal information 0 10.2 Perform regular security audits 0
generation env1ronmept on the information system
4? écce;s COI’ltIO? tf) 1mplortant 0 Conformed Item Count 23
information genellatmg place Not Conformed Item Count 2
5. Apply authority-based
systematic control when accessing ~
. . . i = Z = bS|
important information 322 KISA E& 7t0|=2 H|m Zato] e AJARY
5.1 Prepare a technical device to
check and control access rights of O KISA XF 7fo|re} H-3F &l#] o= 27) 35
important information accessors AT 82 Ae] 2o W= AArEE Av|Aal
5.2 History management and ok 7 W wolalal alo
monitoring methods for accessing (0] Ford Al = wejs)] T_B 1=t )
and utilizing important information RF JpoluoXe HEES 2ol 9
6. Prepare countermeasures Az} AR §3 9lz] §-Fo ule} Buls F
against malicious code 2 slolEnlA o o] Aaelr e <
. . . gl — = 6_-’—-1 :‘5—761}
infringement and propagation ' i]r_] R _'o o ie oln 1 A8 N
when using important information ot S fEAe olE S1F MRl HiE 3
and conduct security control TH)7F o3}, Arnted g BEalsly vE3bE
6.1 Proper network separation of o T4 BY A UE HAE 23S FEb] daE
. — Alt)s Q€ 2 5 Al i iy e
6.2 Preventing malicious code o e vl OTZP]’ kg ofof gt} A4 S o]
infiltration using anti-virus software SaA ER 2yl sk Y AAE S
6.3 Secure Information System Patch 0 olgl= Zugk YalAAe] Festy, A Fak glo)
Plan : SaalA Hop o @ 1A o] MARA o
6.4 Path analysis and R
countermeasures against malicious O & it
code olfgt w|g-Fxle} AL FHb o RolEts Al
7.fEstablish and control 1critical AbFS KISAGA 7hol= she 7RbEa. mels)s)
information retention policies _ _
H - - o] FAlAH o T A& Lo Z5F o]0
7.1 Keep sensitive information 0 | dxem A457] ofeld Sk olrelt.
encrypted
7.2 Record and control access 3.3 HOI 12 =x| A HQ| == A =diot
personnel when printing important O
information _ I
- ADIETHEZ| &~Z3H of 2=k To Hio
8. Prepare and control spill 331 ~BjEHER] +E 2o HSEX| 22 He
prevention measures when .
providing external information (Al A3HE AnfEFAZRICt| A Ao An}
?CISCI\?rporalieSBusiness Network and 0 EdET $£38 Az F74. F2712. 158
etwor tructure -
= A =] 7y =Fo AW . EA . Ae] X
9. Establish and control 4 _7:‘] : T ‘_Tjr j] N N °] ot 2
procedures and methods of w3 4 B4 T, AAZE 29 T, AAZE HA
destroying important information

AR, Sl AA 7199 95%01dE AHlske
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Table 6. Scope Of Security Countermeasures
By Smart Factory Level And Company Size

Level / company Size
Network

Level Description | configurat Automation
. system
ion
Advanced / Global-level large enterprise
Productio
The ultimate n network
level of - Internal | Intermediat
realization of DMZ e level 2 +
business network - | IoT based
activities in OA CPS, Big
cyberspace network - | data based
through the External diagnosis,
creation of cyber DMZ Operating
physical systems network - | system,
(CPS) based on Internet CPPS, Etc.
IoT Internet network
connection

Intermediate-2 / major company
Sharing parent
company and
supply chain

Productio
related .
information and n network | Medium
engineerin - OA level 1 +
: fg o s 4 | network - | MES. scM,
rzaol”t?;eon' 4| External | CRM, PLM,
DMZ 3D

company L.

tion based network - | printing,
operation bHase Internet | DW, MDM,
on demand and

. network Etc.
supply planning .
. . connection

optimization and
control
automation
Intermediate-1 / A midsize company
Automatically Productio Basic level
obtains facility n network | + ERP,
information as - OA PDM, CAE,

Level / company Size
C . Network Automation
Level Description configurat
. system
ion
CAM, CAS,
much as possible CAPP,
network
and automates Partiall DCS,
corporate linked y SCADA,
operations. HMI, BOM
Etc.
Basic / Small Business
By utilizing basic
ICT, it collects
and utilizes
information in
some ﬁglds of Productio
production and 1 network
builds its W CAD, POP,
. . - OA
information Etc.
. network
system with .
.. separation
minimum cost
through
utilization of
infrastructure of
parent company.
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Ato] BA Hxo] e2w e wekkel Hgaler} Company scale
ol A% Folub Aol & A guickel] gk A% Sec | Security Mids | Majo
} . B tor Controls Small | .
Aql A7} F7h A99 290} ok ize | v
access control
Use Secure X X 0
Table 7. Mapping Result Between Company ‘A’ USB
Security Controls and Each Business Size Network traffic
G l pattern N/A | N/A 0
Sec Security Ompi/ﬁz Scal\z - management
tor Controls Small | %198 ao Back up
— 1ze r equipment (0] O O
Worker / Vlsltor 0 0 0 information etc.
access control Smart Factory
Media import _POI Security X X 0
O u | and export 0] 0] 0 1¢Y | Framework
ter | control / Smart Factory
Tra . . X X 0
bou S+¢ | Security Guide
d Seal Damage ini —
n | Automatic A A 0 ne Per}ofhc 0 0 0
ary | Detection training
Automatic Mandatory(O)Count 5 9 23
Screening A A 0 Mandatory(Manual) 6 6 0
search (A)Count
Networl_i N/A 0 0 Optlonal(‘X) Count 6 7 0
lab separation Not Applicable(N/A) 6 1 0
2P ["Block mail N/A | O 0 Count
E;? Install MDM X X 0
v Output security X O O v. 8 2
Back up data
. (0] O O
such as designs
ntypy ¢ AT AnE Fo 2vlEdEeE mqlsas)
e | b contral | WA | X O gas 710@ Wkl A RA FAlske A
eBt 2 Bl 3 73}l olge} o] 7]eid 4= i}
u
sin

ess | Server / DB

N/A (6] 0O
net | access control

W o

rk
Introduced
internal DMz | VA | X | O
Production PC
Asset A A 0)
Management

Op -
Production PC

era vaccine

i A A

;1 © distribution 0
management

net U

W o nnecessary A A 0

k program control
Unauthorized A A 0

device control

Process
information

e }Eiﬂia E_°‘} o]l ‘A'A}
oAb FHEE Es A B FHEel i
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